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Abstract— UPnP is now a world-wide connectivity standard 

that allows different kinds of network devices to cooperate and 

communicate with other network device in a flexible way by 

using the facility found on the network. In this paper we try to 

give an overview of Universal Plug and Play (UPnP) and how it 

works. Including scenarios where UPnP improves the overall 

networking experience by automatically connecting and 

controlling various types of devices. Additional detail is given on 

the components protocols and procedures used in UPnP.And 

focusing on how existing standard protocols are used to build 

UPnP devices. 
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I. UPNP 

The Universal Plug And Play initiative was announced by 
Microsoft in January 1999 at the Consumer Electronics Show. 
The specification was developed at Microsoft and later donated 
to the UPnP Forum. Initially it was supported by companies 
such as Intel, Dell and Hewlett Packard—and today the UPnP 
Forum consists of over 800 companies. Both UPnP and the 
protocol it is built on are open standards [1] [5]. 

UPnP stands for "Universal Plug and Play." Plug and Play 
describes devices that work with a computer system as soon as 
they are connected. UPnP is an extension of this idea that 
expands the range of Plug and Play devices to networking 
equipment. Universal Plug and Play uses network protocols to 
allow a wide range of devices to be interconnected and work 
seamlessly with each other. UPnP devices can be connected via 
wired (i.e. Ethernet and Fire wire) or wireless (i.e. Wi-Fi and 
Bluetooth) connections. As long as a product supports UPnP, it 
can communicate with other UPnP devices within a network. 
The connections are typically created using the DHCP 
networking protocol, which assigns each connected device a 
unique IP address [2].. 

II. COMPONENTS OF UPNP 

The basic building blocks of a UPnP network are devices, 

services and control points (Figure 1). These are described 

more fully in this section. 

 

A. Devices 

A UPnP device is a container of services and nested devices. 

For instance, a VCR device may consist of a tape transport 

service, a tuner service, and a clock service. A TV/VCR 

combo device would consist not just of services, but a nested 

device as well. Different categories of UPnP devices will be 

associated with different sets of services and embedded 

device. For instance, services within a VCR will be different 

than those within a printer. Consequently, different working 

groups will standardize on the set of services that a particular 

device type will provide. All of this information is captured in 

an XML device description document that the device must 

host. In addition to the set of services, the device description 

also lists the properties (such as device name and icons) 

associated with the device. 

B. Services 

 

The smallest unit of control in a UPnP network is a service. A 

service exposes actions and models its state with state 

variables. For instance, a clock service could be modeled as 

having a state variable, current_time, which defines the state 

of the clock, and two actions, set_time and get_time, which 

allow you to control the service. Similar to the device 

description, this information is part of an XML service 

description standardized by the UPnP forum. A pointer (URL) 

to these service descriptions is contained within the device 

description document. Devices may contain multiple services. 

A service in a UPnP device consists of a state table, a control 

server and an event server. The state table models the state of 

the service through state variables and updates them when the 

state changes. The control server receives action requests 

(such as set_time), executes them, updates the state table and 

returns responses. The event server publishes events to 

interested subscribers anytime the state of the service changes. 

For instance, the fire alarm service would send an event to 

interested subscribers when its state changes to “ringing.” 

 

C. Control Point 

 

A control point in a UPnP network is a controller capable of 

discovering and controlling other devices. After discovery, a 

control point could: 

 Retrieve the device description and get a list of 

associated services. 

 Retrieve service descriptions for interesting services. 

 Invoke actions to control the service. 



 Subscribe to the service’s event source. Anytime the 

state of the service changes, the event server will 

send an event to the control point. It is expected that 

devices will incorporate control point functionality 

(and vice-versa) to enable true peer-to-peer 

networking. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: UPnP Control Points, Devices, and Services 

 

III. PROTOCOLS USED BY UPNP 

 

UPnP vendors, UPnP Forum Working Committees and the 

UPnP Device Architecture document define the highest layer 

protocols used to implement UPnP. Based on the device 

architecture, the working committees define information 

global to specific device types such as VCRs, HVAC systems, 

dishwashers, and other appliances. Subsequently, UPnP 

Device Vendors define the data specific to their devices such 

as the model name, URL, etc (Figure 2). 

A.  TCP/IP  

 

The TCP/IP networking protocol stack serves as the base on 

which the rest of the UPnP protocols are built. By using the 

standard, prevalent TCP/IP protocol suite, UPnP leverages the 

protocol’s ability to span different physical media and ensures 

multiple vendor interoperability. UPnP devices can use many 

of the protocols in the TCP/IP stack including TCP, UDP, 

IGMP, ARP and IP as well as TCP/IP services such as DHCP 

and DNS. Since TCP/IP is one of the most ubiquitous 

networking protocols, locating or creating an implementation 

for a UPnP device that is tuned for footprint and/or 

performance is relatively easy.HTTP, HTTPU, HTTPMU 

TCP/IP provides the base protocol stack to provide network 

connectivity between UPnP devices. HTTP, which is hugely 

responsible for the success of the Internet, is also a core part of 

UPnP. All aspects of UPnP build on top of HTTP or its 

variants. HTTPU (and HTTPMU) are variants of HTTP 

defined to deliver messages on top of UDP/IP instead of 

TCP/IP. These protocols are used by SSDP, described next. 

The basic message formats used by these protocols adheres 

with that of HTTP and is required both for multicast 

communication and when message delivery does not require 

the overhead associated with reliability. 

 

B. SSDP  

 

Simple Service Discovery Protocol (SSDP), as the name 

implies, defines how network services can be discovered on 

the network. SSDP is built on HTTPU and HTTPMU and 

defines methods both for a control point to locate resources of 

interest on the network, and for devices to announce their 

availability on the network. By defining the use of both search 

requests and presence announcements, SSDP eliminates the 

overhead that would be necessary if only one of these 

mechanisms is used. As a result, every control point on the 

network has complete information on network state while 

keeping network traffic low. 

Both control points and devices use SSDP. A UPnP control 

point, upon booting up, can send an SSDP search request 

(over HTTPMU), to discover devices and services that are 

available on the network. The control point can refine the 

search to find only devices of a particular type(such as a 

VCR), particular services (such as devices with clock services) 

or even a particular device. UPnP devices listen to the 

multicast port. Upon receiving a search request, the device 

examines the search criteria to determine if they match. If a 

match is found, a unicast SSDP (over HTTPU) response is 

sent to the control point. Similarly, a device, upon being 

plugged into the network, will send out multiple SSDP 

presence announcements advertising the services it supports. 

Both presence announcements and unicast device response 

messages contain a pointer to the location of the device 

description document, which has information on the set of 

properties and services supported by the device. In addition to 

the discovery capabilities provided, SSDP also provides a way 

for a device and associated service(s) to gracefully leave the 

network (bye-bye notification) and includes cache timeouts to 

purge stale information for self-healing. 

C. GENA 

Generic Event Notification Architecture (GENA) was defined 

to provide the ability to send and receive notifications using 
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HTTP over TCP/IP and multicast UDP [4]. GENA also 

defines the concepts of subscribers and publishers of 

notifications to enable events. GENA formats are used in 

UPnP to create the presence announcements to be sent using 

Simple Service Discovery Protocol (SSDP) and to provide the 

ability to signal changes in service state for UPnP eventing. A 

control point interested in receiving event notifications will 

subscribe to an event source by sending a request that includes 

the service of interest, a location to send the events to and a 

subscription time for the event notification. The subscription 

must be renewed periodically to continue to receive 

notifications, and can also be canceled using GENA. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

               Figure 2: The UPnP Protocol Stack 

 

D. SOAP 

Simple Object Access Protocol (SOAP) defines the use of 

Extensible Markup Language (XML) and HTTP to execute 

remote procedure calls. It is becoming the standard for RPC 

based communication over the Internet. By making use of the 

Internet’s existing infrastructure, it can work effectively with 

firewalls and proxies. SOAP can also make use of Secure 

Sockets Layer (SSL) for security and use HTTP’s connection 

management facilities, thereby making distributed 

communication over the Internet as easy as accessing web 

pages. Much like a remote procedure call, UPnP uses SOAP to 

deliver control messages to devices and return results or errors 

back to control points. Each UPnP control request is a SOAP 

message that contains the action to invoke along with a set of 

parameters. The response is a soap message as well and 

contains the status, return value and any return parameters. 

E. XML 

Extensible Markup Language (XML), to use the W3C 

definition, is the universal format for structured data on the 

Web. Put another way, XML is a way to place nearly any kind 

of structured data into a text file. XML looks a lot like HTML 

in that it uses tags and attributes. Actually, it is quite different 

in that these tags and attributes are not globally defined as to 

their meaning, but are interpreted within the context of their 

use. These features of XML make it a good fit for developing 

schemas for various document types. The use of XML as a 

schema language is defined by the W3C.XML is a core part of 

UPnP used in device and service descriptions, control 

messages and eventing . 

 

IV. Steps Involved in UPnP Networking 

 

Following steps are involved in UPnP network: 

A. Addressing 

 

The foundation for UPnP networking is the TCP/IP protocol 

suite and the key to this suite is addressing. Each device must 

have a Dynamic Host Configuration Protocol (DHCP) client 

and search for a DHCP server when the device is first 

connected to the network. If a DHCP server is available, the 

device must use the IP address assigned to it. If no DHCP 

server is available, the device must use Auto IP to get an 

address. Auto IP defines how a device intelligently chooses an 

IP address from a set of reserved private addresses, and is able 

to move easily between managed and unmanaged networks. A 

device may implement higher layer protocols outside of UPnP 

that use friendly names for devices. In these cases, it becomes 

necessary to resolve friendly host (device) names to IP 

address. Domain Name Services (DNS) are usually used for 

this. A device that requires or uses this functionality may 

include a DNS client and may support dynamic DNS 

registration for its own name to address mapping. 

B. Discovery 

 

Once devices are attached to the network and addressed 

appropriately, discovery can take place. Discovery is handled 

by the SSDP as discussed earlier. When a device is added to 

the network, SSDP allows that device to advertise its services 

to control points on the network. When a control point is 

added to the network, SSDP allows that control point to search 

for devices of interest on the network.  

C. Description 

The next step in UPnP networking is description. After a 

control point has discovered a device, the control point still 

knows very little about the device. For the control point to 

learn more about the device and its capabilities, or to interact 

with the device, the control point must retrieve the device's 

description from the URL provided by the device in the 

discovery message. Devices may contain other, logical devices 

and services. The UPnP description for a device is expressed 

in XML and includes vendor-specific, manufacturer 

information including the model name and number, serial 

number, manufacturer name, URLs to vendor-specific Web 

sites, and so forth. The description also includes a list of any 

embedded devices or services, as well as URLs for control, 

eventing, and presentation. 
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D. Control 

After a control point has retrieved a description of the device, 

the control point has the essentials for device control. To learn 

more about the service, a control point must retrieve a detailed 

UPnP description for each service. The description for a 

service is also expressed in XML and includes a list of the 

commands, or actions, the service responds to, and parameters 

or arguments, for each action. The description for a service 

also includes a list of variables; these variables model the state 

of the service at run time, and are described in terms of their 

data type, range, and event characteristics. To control a device, 

a control point sends an action request to a device's service. To 

do this, a control point sends a suitable control message to the 

control URL for the service (provided in the device 

description). Control messages are also expressed in XML 

using SOAP. In response to the control message, the service 

returns action specific values or fault codes. 

 

E. Eventing 

A UPnP description for a service includes a list of actions the 

service responds to and a list of variables that model the state 

of the service at run time. The service publishes updates when 

these variables change, and a control point may subscribe to 

receive this information. The service publishes updates by 

sending event messages. Event messages contain the names of 

one of more state variables and the current value of those 

variables. These messages are also expressed in XML and 

formatted using GENA. A special initial event message is sent 

when a control point first subscribes; this event message 

contains the names and values for all evented variables and 

allows the subscriber to initialize its model of the state of the 

service. To support multiple control points, all subscribers are 

sent all event messages, subscribers receive event messages 

for all evented variables, and event messages are sent no 

matter why the state variable changed (in response to an action 

request or due to a state change). 

F. Presentation 

If a device has a URL for presentation, then the control point 

can retrieve a page from this URL, load the page into a 

browser, and depending on the capabilities of the page, allow 

a user to control the device and/or view device status. The 

degree to which each of these can be accomplished depends 

on the specific capabilities of the presentation page and 

device. In Summary: 

 UPnP is based on wire protocols (just like the 

Internet), not APIs, allowing it to be truly media and 

platform agnostic. 

 UPnP is based on existing standards, making 

interoperability easy to accomplish. 

 UPnP has huge industry momentum, assuring 

success. 

 While being standards based, UPnP is at the same 

time flexible and able to meet the needs of todays and 

the future’s networked devices [3]. 

 

 

V. Usage Scenarios 

 

Consumers are interested in the usage cases enabled by the 

UPnP architecture. As home networks become more 

widespread, consumers increasingly will appreciate the value 

of sharing and accessing many devices via a home network. 

UPnP technology permits devices to be used anywhere within 

a home network. With the advent of low-cost wireless 

communication methods such as IEEETM 802.11 and 

BluetoothTM technologies, the network’s reach might extend 

to the entire house and yard. Devices can be located where it is 

most convenient and can be controlled from any UPnP control 

point, including PCs, Internet appliances, mobile devices and 

others. 

 

Ease of use is critical to the success of the home network. 

Home networking is intended to make life easier for 

consumers, enabling them to share resources and access 

devices from any location. These benefits are realized only if 

devices are easy to use; the success of home networking could 

be severely limited if device and network configuration is 

required. To foster ease of use, the UPnP Forum is actively 

defining DCPs for more than a dozen devices, enabling 

several popular usage cases. Such scenarios are given below: 

 

A. UPnP Usage Case 1: Internet Gateways 

 

With the proliferation of multiple-PC households and the wide 

deployment of broadband services, Internet gateways are 

becoming popular as consumers seek to share their high-speed 

Internet connection among multiple devices.  

 

Internet gateways typically employ Network Address 

Translation (NAT) function to allow multiple home PCs and 

other Internet devices to share the external IP address that is 

assigned by the Internet service provider. The UPnP Internet 

gateway can help to solve a problem that often confronts home 

and small business users: peer-to-peer applications such as 

video-conferencing, IP telephony and on-line gaming don’t 

with NAT because devices that share a single IP address 

cannot be identified uniquely over the Internet. 

B. UPnP Usage Case 2: The Printer 

Another device approaching final standardization in the 

UPnP Forum is the printer. The standard UPnP printer 

definition enables a control point to print to any UPnP 

printer without prior configuration. Traditionally, a user 

wishing to share a printer among different PCs needs to 

install the appropriate printer driver on each PC. If a 

printer is a network printer, then prior knowledge of either 

the printer or a print server’s identity is required. UPnP 

technology automates the discovery and configuration 

processes [7]. 

 

 



 

                                 CONCLUSION 

Universal Plug and Play is an open initiative to take existing 

standards, existing technologies and existing knowledge, re-

purpose it, and deliver on the promise and opportunity of the 

networked world. Standards-based, simple enough for the 

smallest appliances to implement, powerful enough to scale to 

the global Internet, and based on the proven approach of 

Internet protocols. Universal Plug and Play is an incremental 

approach, but an approach that has been proven to work.  
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