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Abstract— Secure communication has become a vital 

requirement on the Internet. Lots of information transferred 

through the Internet are sensitive data. To ensure security of 

data transferred on the Internet, a few secure protocols have 

been designed including SSL/TLS and IPSec.  Many large 

websites in the world have adopted TLS. Apart from 

SSL/TLS, there is some other protocol designed to be used in 

special cases. One of them is the DTLS – Datagram Transport 

Layer Security protocol. In this paper we try to give an 

overview of DTLS protocol that provides communication 

privacy for datagram protocols. The protocol allows 

client/server applications to communicate in a way that is 

designed to prevent eavesdropping, tampering or message 

forgery. The DTLS protocol is based on the Transport Layer 

Protocol and provides equivalent security guarantees. 

Datagram semantics of the underlying transport are preserved 

by the DTLS protocol. It provides the same security services 

(integrity, authentication and confidentiality) but under UDP 

protocol. DTLS is implemented by several projects including 

SSL and the OpenSSL project. 

I. STUDY OF DTLS 

DTLS is a secure data transfer protocol used to encrypt data 
transferred over datagram protocols. The DTLS protocol 
provides communications privacy for datagram protocols. 
It is based on the Transport Layer Security (TLS) protocol and 
provides equivalent security guarantees. DTLS is defined in 
RFC 4347 and RFC 6347 [1]. 

Used of DTLS 

SSL/TLS is designed to be working over reliable transport 
channel. SSL/TLS cannot tolerate data loss and out of sequence 
data records. If a data record is coming in out of sequence, the 
data record may not be decrypted correctly but with MAC 
verification error. An application is built based on UDP the 
data record may be out of sequence or may be lost. For this 
reason DTLS is used. DTLS must be able to complete key 
negotiation and bulk data transfer over a single datagram 
channel.     

                      II.     DTLS OVERVIEW 

Since DTLS is based on TLS, it is useful for the reader to be 
familiar with TLS. In this section we provide a brief overview 
of DTLS 

The DTLS Protocol 

All messages sent via DTLS are prepended with a 13 bytes 
long DTLS record header. This header specifies the content of 
the message, e.g. application/handshake data, the version of the 
protocol employed, as well as a 64-bit sequence number and 
the record length. The top two bytes of the sequence number 
are used to specify the epoch of the message which changes 
once new encryption parameters have been negotiated between 
client and server.  

Figure 1, shows the DTLS record header in white. The record 
header is either followed by the plaintext, if no security has 
been negotiated yet, or by the DTLS block cipher, marked in 
grey.  If a block cipher is used, the plaintext is prepended by a 
random Initialization Vector, which has the size of the cipher 
block length. This protects against an attack on cipher suites 
using the cipher block chaining (CBC) mode of operation for 
their block ciphers. The plaintext is followed by a Hash-based 
MAC (HMAC) which allows the receiver to detect if the DTLS 
has been altered. Finally, the message is padded to a multiple 
of the cipher block length. The area of the message shown in 
grey in Figure 1 is encrypted with the block cipher. Unlike 
TLS, DTLS does not allow for stream ciphers because they are 
sensitive to message loss and reordering. Instead, DTLS uses 
block ciphers in the CBC mode of operation [2]. 

 

Figure 1. A DTLS record protected with a CBC block cipher. 

The DTLS protocol has, like TLS, a base protocol called 
Record Layer, and four sub protocols on top of it. These are the 



Handshake, the ChangeCipherSpec and the Alert protocols 
well as the application data protocol. 

 

 

 

 

 

 

 

 

 

 

 

                       Figure 2. The Structure of DTLS 

DTLS Record Layer 

As TLS, the DTLS protocol is composed of several 
protocols: the basic protocol is called Record Protocol and it is 
shown in figure 3. The record layer encapsulates other 
protocols, such as the Handshake, Alert, Change Cipher Spec 
and Application data. It is possible to notice that the DTLS   
and TLS record protocol dire only on two field introduced by 
DTLS. Those are epoch and sequence-number. The latter is a 
sequence number incremented every transmission or 
retransmission to determine message order and detect 
duplications. 

 The epoch is incremented after each Change Cipher Spec 
message is sent. These two fields, the 16 bit epoch and the 
48bit sequence number together form the equivalent of the 
implicit 64 bit sequence number used in TLS. Since in TLS the 
transport is reliable, it is not needed to carry these counters 
with the messages. Since no message is lost both peers will 
have always the same counter value. In case of DTLS instead, 
where packet might be lost, those values are carried explicitly 
in each record [3]. 

                     Figure 3: DTLS Record Message Format 

The record layer can carry four kinds of payloads: 

A.   DTLS Full handshake 

As shown in figure 4, the DTLS handshake is very similar to 
the TLS handshake. Due to the unreliability of the datagram 
protocol, DTLS incorporates mechanisms to retransmit the 
packet. For instance, if the client sends a Client Hello, it 

expects to receive a Hello verify Request message from the 
server. If this doesn't happen, it means that either the Client 
Hello or the Hello Verify Request is lost, hence after a certain 
amount of time the client will resend the Client Hello. The 
suggested timer value is between 500 and 1000ms, and good 
implementations should back other retransmission timers.  

The purpose of the Hello Verify Request is though not related 
with the retransmission mechanism that both client and server 
integrate. Its purpose is to avoid Denial of Service (DOS) 
attacks that in UDP are very easy to be performed through the 
exchange of a cookie through exchanging a cookie.  

 

           Figure  4.  A fully authenticated DTLS Handshake. 

The final part of the handshake might seem similar to TLS but 
since the transport is not reliable, the last message could be 
lost. If, for example, the last flight is lost, the server believes 
that the handshake has been completed. Since the client is 
waiting for the sever Finished message, it will retransmit the 
last flight completing the handshake. This situation does not 
happen with TLS since there is no packet loss and needs to be 
handled with a retransmission timer in DTLS. The DTLS 
server might optionally send a Hello Request to ask the client a 
renegotiation in the same way as it happens with TLS [3]. 

The TLS handshake protocol and the DTLS handshake 

protocol differ from each other by the fields message sequence, 

fragment offset and fragment length. Message sequence 

indicates the message number for both client and server. Both 

start from zero and increment this field every time a new 

handshake message is sent. This field is however not 

incremented with retransmission as it happens with the 

sequence number since it identifies the exact state of the 

handshake which is independent of retransmissions. 

                                                           

             Figure 5: DTLS Handshake Message Format 

An Handshake message can be bigger than the maximum size 

allowed by the network to a datagram (MTU). For this purpose 

the DTLS protocol offers a mechanism to fragment the 

message over more records and recompose it in the recipient. 

This is obtained with the fields fragment length, that species 

Change 

Cipher 

Spec 

Handshake Alert Application 

Data 

Record  

Layer 

        TCP 



the number of bytes contained in the current message, and the 

fragment offset, that species the number of bytes contained in 

previous fragments. If these fields are not overlapping, with the 

total length that is the same for all the fragments, it is possible 

to reconstruct the original message [3]. 

B.  Alert Protocol 

The Alert protocol is used to notify warnings or errors that 
might have occurred, for example if a certificate could not be 
verified. While errors are always fatal and lead to the 
immediate shut down of the connection, warnings are 
informational and the connection can remain established. With 
DTLS some errors are just sent as warnings, like BadRecord 
MAC, RecordOverflow or Decryption Failed, because 
otherwise the connection-less protocol would allow an attacker 
to shut down the connection with an arbitrary message to one 
of the peers. Additionally, alert messages are also used to 
gracefully shut down the connection. When a peer has nothing 
to send anymore, it should send a Close Notify alert. The 
connection is closed after both peers have sent it. DTLS can be 
used in many applications designed based on datagram 
protocols. These applications include IM application, gaming 
application etc [4]. 

C.  Change Cipher Spec 

Really part of the handshake but technical a separate kind of 
message. Used to change the cipher type of the client and 
server 

D.  Application layer data 

In TCP/IP, the application layer contains the communication 
protocol and interface methods used in process-to-process 
communications across an internet protocol computer network. 
The application layer standardizes communication and depends 
upon the underlying transport layer protocols. . 

 

                          III.   STRUCTURE OF DTLS 

There are two layers in DTLS. The bottom one contains 

Record protocol. The top one include three protocols which 

are Alert, Handshake and application data, in some condition 

Change Cipher Spec protocol may replace one of them. 

Change Cipher Spec message is used to notify Record 

protocol to protect subsequent records with just-negotiate 

cipher suite and keys. 

Record protocol protects application data by using keys 

generated during Handshake. For outgoing message, protocol 

divide, compress, encrypt and apply Message Authentication 

Code (MAC) to them. For incoming message, protocol 

reassemble, decompress, decrypt and verify them. Record 

header consists of two parts, one is content type and another is 

fragment field. Content type decides what is contained in 

fragment field. It could be alert protocol, Handshake protocol 

or application data. Compare with DTLS Record, Handshake 
protocol is rather a complex one, which involves in a lot of 

exchange steps. Individual messages are grouped into 

message flights. Fig. 6 shows the process of Handshake [5]. 

             Figure 6: Process of Handshake 

                   IV.    USE OF DTLS FOR COAP SECURITY 

 There are three main elements when considering security, 

namely integrity, authentication and confidentiality. IETF 

modifies DTLS to develop another protocol DTLS. DTLS 

employ TCP, which is too complex. DTLS solves two 

problems: reordering and packet lost. It adds three 

implements: 1 packet retransmission. 2 assigning sequence 

number within the handshake. 3 replay detection. 

 

 Unlike network layer security protocols, DTLS in application 

layer (fig. 7) protect end-to-end communication. No end-to-

end communication protection will make it easy for attacker to 

access to all text data that passes through a compromised 

node. DTLS also avoids cryptographic overhead problems that 

occur in lower layer security protocols [5]. 

  

     Application (COAP, XML) 

          Security(DTLS) 

          Transport(UDP) 

          Network(IPv6) 

    PHY/MAC(IEEE 802.15.4) 

                  Figure 7: DTLS in protocol stack 

 V.     A STANDARD BASED END-TO-END SECURITY 

ARCHITECTURE 

Based on this protocol stack we chose DTLS as our security 

protocol which places it in the application layer on top of the 

UDP transport layer. Figure 8 summarizes the protocols used 

in our architecture. Similar to security needs in traditional 

networks such as the Internet, we consider three security 

goals: 



Authenticity: Recipients of a message can identify their 

communication partners and can detect if the sender 

information has been forged. 

Integrity: Communication partners can detect changes to a 

message during transmission. 

Confidentiality: Attackers cannot gain knowledge about the 

contents of a secured message. By choosing DTLS as the 

security protocol we can achieve these goals. DTLS is a 

modification of TLS for the unreliable UDP and inherits its 

security properties. 

 

Figure 8: Protocol stack used in our security architecture 

Lower layer security protocols do not provide end-to-end 
communication security. On each top in a multi-hop network, 
data is decrypted on receipt and re-encrypted for forwarding. 
An attacker can thus gain access to all clear text data that 
passes through a compromised node. Scalability is often also 
an issue for these protocols because they need to establish a 
secured connection with each of their neighbors to form a mesh 
network, and cryptographic overhead occurs on each hop. 

 On the other hand, in an end-to-end security protocol, 
cryptographic overhead occurs on the sender and receiver only. 
Compromised nodes provide an attacker with access to the 
measurement data from local nodes only. However, an 
application layer security protocol does not protect routing 
information. Adversaries can therefore analyze the traffic 
patterns of a network in clear text. They may even launch a 
DOS, worm hole, or resource consumption attack that lowers 
the availability of the network [2].  

 

                             VI.   DTLS DESIGN 

DTLS reuses almost all the protocol elements of TLS, with 

minor but important modifications for it to work properly with 

datagram transport. TLS depends on a subset of TCP features: 

reliable, in-order packet delivery and replay detection. 

Unfortunately, all of these features are absent from datagram 

transport. In this section we describe the DTLS protocol and 

how it copes with the absence of these features.  

 A.  Record Layer 

As with TLS, all DTLS data is carried in records. In both 

protocols, records can only be processed when the entire record 

is available. In order to avoid dealing with fragmentation, we 

require DTLS records to fit within a single datagram. There are 

three benefits to this requirement.  

First, since the DTLS layer does not need to buffer partial 

records, host memory can be used more efficiently, which 

makes the host less susceptible to a DOS attack.  

Second, it is quite possible that datagram carrying the 

remaining record fragments are lost, in which case the received 

fragments are useless and cannot be processed. 

 Third, it is not clear how long received fragments should be 

buffered before being discarded. Buffering record fragments 

would unnecessarily complicate a DTLS implementation 

without providing any obvious benefits. The DTLS record 

format is shown below. The boxed fields are introduced by 

DTLS and are absent from TLS records [6]. 

 

B.  Epoch 

Epoch numbers are used by endpoints to determine which 

cipher state has been used to protect the record payload. Epoch 

numbers are required to resolve ambiguity that arises when 

data loss occurs during a session renegotiation. Since epoch 

numbers are incremented upon sending a Change Cipher Spec-

message, the server can use the epoch number to resolve the 

ambiguity.  

An alternative to epoch numbers would be to simply use 

random initial sequence numbers for records. The sequence 

numbers are sufficiently large that the chance of collision of 

active sequence number ranges is vanishingly small. However, 

this would probably require slightly more code to implement 

than the epoch strategy and is less in keeping with the style of 

TLS, which uses zero-based sequence numbers [6].  

C.  Sequence Number 

TLS employs implicit record sequence numbers (RSN) for 

replay protection. RSNs play a similar role in DTLS, but must 

be explicitly specified since records can get lost or be delivered 

out of order. As with TLS, RSNs are incremented by 1 for each 

record and are reset to zero whenever the cipher state is rolled 

over due to a session renegotiation.  

DTLS sequence numbers are 48 bits and therefore the total 

space occupied by epoch and sequence number is the same as 

the sequence number in TLS. If data grams always arrived in 

order, it would be sufficient for a DTLS end point to keep track 

of the most recent record seen in order to detect replays. But 

since data grams may also arrive out of order, a replay window 



mechanism is required. This is most easily implemented as a 

bitmap where the set bits represent the most recently received 

records. RSNs that are too old to be checked against the bitmap 

are discarded [6]. 

D.  Payload Length 

 DTLS requires that a record fit entirely within a single 

datagram. This means that DTLS records will often be smaller 

than TLS records. The largest packet that can be transmitted 

between two hosts—the Path Maximum Transmission Unit 

(PMTU)—is typically less than the maximum size of a TLS 

record. 

             VII.   DTLS Implementation of OpenSSL 

A prototype implementation of DTLS for OpenSSL was 

developed while it was specified and standardized in 2005. It is 

part of the official releases since version 0.9.8. However, the 

architecture and API of OpenSSL was designed for TLS and its 

TCP connections, which caused some difficulties and 

limitations when implementing DTLS. The architecture of 

OpenSSL is basically split into three parts, the context (CTX), 

the session (SSL) and basic I/O functionality (BIO). The 

context knows which protocol, that is SSL version 2 or 3, TLS 

or DTLS, is used, holds a session cache and other global 

parameters. For every new session an SSL object is created 

from the context and uses these parameters. The SSL object 

itself holds the session state and a BIO object for I/O 

abstraction. 

 The BIO object can communicate with a networking 

socket or another BIO object, creating a so called chain of BIO 

objects. A possible combination could be a buffering BI before 

the actual socket BIO. When initializing the context with a 

protocol, an SSL_METHOD object will be assigned to it. This 

object is specific to the protocol and contains a set of functions 

for every action, like sending, receiving, handshaking and so 

on. Each SSL object created for a new connection with this 

context will map the generic API to these functions. Hence, the 

DTLS implementation was added with a DTLS specific 

SSL_METHOD and corresponding functions. This can already 

be used with the existing BIO objects, which are TCP specific 

though. To use another protocol, like UDP or SCTP, new BIO 

objects aware of their characteristics ha to be created [4]. 

 

                         VIII.   CONCLUSI ON 

DTLS can basically be used with SCTP since it has no 
requirements for the transport protocol, other than the transport 
itself. The DTLS protocol provides communications privacy 
for datagram protocols, equivalent security guarantees. It is 
reliable and maintains the order of the messages. 
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