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Abstract— Internet of things (IoT) is an essential 

component of a new generation of technology that every 

object things or human could be connected to Internet. There 

are many wireless protocols for communication between 

devices. However, considering a lot of small devices are 

unable to communicate well with constrained resources, 

Internet Engineering Task Force (IETF) has developed a 

protocol: Constrained Application Protocol (CoAP).  These 

papers introduce CoAP and finally, an application is given. 

 

I.  INTRODUCTION 

Internet of Things (IoT) is represented as a worldwide 

network which wisely connects all the objects no matter 

devices, systems or human. Through smart sensing, 

detection technology, IoT has been called the Third Wave in 

information industry following the computer and the 

Internet. There are hundreds of protocols supported by IoT. 

Of the many protocols, wireless protocols play an important 

role in IoT development. CoAP is one of the latest 

application layer protocol developed by IETF for smart 

devices to connect to Internet. As many devices exist as 

components in vehicles and buildings with constrained 

resources, it leads a lot of variation in power computing, 

communication bandwidth etc. Thus protocol CoAP is 

intended to be used and measured as an alternate of HTTP 

for being an IoT application layer protocol. One most recent 

protocol for application layer CoAP is given and its features 

and functions are summarized. Some important CoAP 

models are explained in details, such as the message layer 

model, request/response layer model and message format. 

Then, an application of CoAP Smart Homes is described, it 

helps users to manage energy control systems, which reduce 

power consumption and prevent accidents. 

 

 

II. STUDY ABOUT 

COAP (CONSTRAINED APPLICATION PROTOCOL) 

 

All devices are uniquely known as objects to combine and 

Communicate effortlessly. The huge address space of ipv6 

has lead to the assumption and trust that internet would 

become the internet of things and we would have a large 

amount of smart devices around us in the near future, all 

cleverly communicating with each other and interacting with 

the environment [3].The current network and data 

communication protocols are more appropriate for computer 

systems with relatively powerful processors and rich storage 

space. The IoT model would include a popular of fixed 

resource constrained devices with limited processing power 

and resources. These devices would require new protocols 

more suited for the fixed devices. Here, IoT may also be 

referred to as Web of Things. CoAP (Constrained 

Application Protocol) is a specialized web transfer protocol 

and devised for constrained and low power networks. We 

use CoAP protocol so that current web technologies do not 

consider memory, energy and computation constraints of 

fixed devices[7]. No agreement on a common application 

layer due to huge variety of manufacturers of these fixed 

devices is one of the reasons for this. Need for a common 

application layer for resource constrained devices formed the 

motivation for CoAP. Now we learn about it. CoAP provides 

request/response interaction model as in WWW - HTTP. 

CoAP helps in integration with existing web along with 

meeting special needs of constrained devices. CoAP is based 

on UDP, supports asynchronous messages, low overheads, 

URI & content type support and provides simple proxy and 

caching possibilities. 

 

CoAP Features: 

 
With the completion of the CoAP specification, it is 

expected that there will be millions of devices deployed in 

various application domains in the future. These 

applications range from smart energy, smart grid, building 

control, intelligent lighting control, industrial control 

systems, asset tracking, to environment monitoring. CoAP 

would become the standard protocol to enable interaction 

between devices and to support IoT applications [13]. The 

Constrained RESTful Environments (CoRE) is the 

workgroup in IEFT that is designing the CoAP protocol. 

CoAP needs to consider optimizing length of datagram and 

satisfying REST protocol to support URI (Uniform Resource 

Identifier) [11]. It also needs to provide dependable 

communication based on UDP protocol.  
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CoAP Structure Model: 

 
CoAP interactive model is similar to HTTP's client/server 

model. Fig shows that CoAP employs a two layers structure. 

The bottom layer is Message layer that has been designed to 

deal with UDP and asynchronous switching [9]. The 

request/response layer concerns communication method and 

deal with request/response message. 

 

 

 

 
 

 

 

 

 

Fig: Abstract Layer of CoAP 

 

Message Layer model 
Message layer supports 4 types message: 

I.  CON(confirmable), 

II.  NON(non-confirmable), 

III.  ACK(Acknowledgement), 

IV.  RST(Reset)  

 

a) Reliable message transport: Keep retransmission until get 

ACK with the same message ID (like 0x8c56). Using default 

time out and decreasing counting time exponentially when 

transmitting CON. If recipient fail to process message, it 

responses by replacing ACK with RST.  Below fig shows a 

reliable message transport. 

 

 

 
Fig: Reliable Message Transport 

 

b) Unreliable message transport: transporting with NON 

type message. It doesn't need to be ACKed, but has to 

contain message ID for supervising in case of retransmission 

[9]. If recipient fail to process message, server replies RST.  

Below fig shows unreliable message transport. 

 

 

 
 

    Fig: Unreliable message transport 

 

Request/Response Layer model 

 

a) Piggy-backed: Client sends request using CON type or 

NON type message and receives response ACK with 

confirmable message immediately [3]. In fig, for successful 

response, ACK contain response message (identify by using 

token), for failure response, ACK contain failure response 

code. 

              

  

 
Fig: The successful and failure response results of GET 

method 

 

 

b) Separate response: If server receive a CON type message 

but not able to response this request immediately,  

 

 
 

Fig: A Get request with a separate response 

 

It will send an empty ACK in case of client resend this 

message. When servers ready to response this request, it will 

send a new CON to client and client reply a confirmable 

message with acknowledgment. ACK is just to confirm CON 

message, no matter CON message carry request or response 

(above fig.). 
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c) Non confirmable request and response: unlike Piggy-

backed response carry confirmable message, in Non 

confirmable request client send NON type message indicate 

that Server don't need to confirm. Server will resend a NON 

type message with response (below fig). 

 

 

 
 

Fig: Non confirmable request and response 

 

Message Format 

 
CoAP is based on the exchange of compact messages that, 

by default, are transmitted over UDP (i.e. each CoAP 

message occupies the data section of one UDP datagram) 

[4]. Message of CoAP uses simple binary format.  

The format is shown in below Table. 

 

 
Table: Message Format 

 

Security Protocol & Application for CoAP 

 
CoAP is now becoming the standard protocol for IoT 

applications. Security is important to protect the 

communication between devices. Also, one of CoAP 

application, limitation, Smart Homes, is described in this 

section. 

 

CoAP Security: We can use DTLs for CoAP security. 

DTLS is Datagram Transport Layer Security. 

 

CoAP Application: 
 

 We can use this protocol Smart Grid and Building 

Automations, Legacy protocols like BACnet may be mapped 

as CoAP resources and respective communication data may 

be mapped to CoAP messages to have automated building 

applications. CoAP multicasts may be used for effective 

group communications like every sensor of a type in a room. 

 

CoAP Limitations: 
 

These protocols have some limitation. These are:  End to 

end secure connection required for CoAP/HTTP mapping at 

a Proxy using DTLS, Securing multicast communications, 

Semantics should be standardized. Caching of requests 

should also be allowed. 

 

CoAP Application for Smart Homes 

 
Information application, control equipment and 

communication equipment in Smart home networks have the 

characters of low-cost and unimportant. Thus, CoAP could 

be seen as the best protocol choice for home communication 

networks. Smart home network provide controlling and 

monitoring power of home devices. Energy control systems 

employ smart socket management and monitor power 

consuming equipment to provide voltage, current and other 

energy information [8]. It could understand accident 

warning, remote control and dynamic energy saving. The 

system structure is shown in below fig. Every data collection 

node with CoAP client could exchange information with 

other nodes. CoAP could both be installed in LAN or 

Internet [6]. In this system, CoAP-HTTP proxies are 

employed to provide HTTP client connection to CoAP 

resources and vice versa. 

 

 

 
 

Fig: energy control system 

 

In system networking, date collection nodes consist of one 

proxy, smart socket and wireless data collection module. 

Energy information and environment information of 

equipment is collected by the smart socket and transported to 

data collection module through wireless channel, then send 

serial data to proxy to process and pack data. Control server 

analyzes all the data and stores them in database. The 

system integrates home network and Internet, users can 



access system webpage to remotely control switch, manage 

configuration, query energy consumption, etc.  

 

 

CoAP vs. HTTP 

 
CoAP is network-oriented protocol, using similar features to 

HTTP but also allows for low overhead, multicast, etc. As 

HTTP protocol is a long-term successful standard, it can use 

small script to integrate various resources and services.  

HTTP is the key point of IoT, for this, HTTP is employed in 

application level. However, HTTP is based on TCP protocol 

using point to point (p2p) Communication model that not 

suitable for notification push services. Also, for constrained 

devices, HTTP is too complex [1]. CoAP is based on REST 

architecture, which is a general design for accessing Internet 

resources. In order to overcome disadvantage in constrained 

resource, CoAP need to optimize the length of datagram and 

provide reliable communication. On one side, CoAP 

provides URI, REST method such as GET, POST, PUT, and 

DELETE. On the other side, based on unimportant UDP 

protocol, CoAP allows IP multicast, which satisfies group 

communication for IoT [10].CoAP is not just a simply 

compression of HTTP protocol. HTTP used under 

unconstrained network and CoAP used under constrained 

network. Recently, HTTP-CoAP is an important role in 

solving obstruction problem in the constrained environment 

[12]. 

 

Conclusion 

 
This report summarizes some wireless protocols for IoT and 

introduces CoAP protocol in details with describing main 

features and modules. CoAP is based on HTTP protocol and 

is designed for constrained resource devices. Through 

comparing CoAP and HTTP together, the advantages of 

CoAP for IoT are analyzed. This report also provides an 

application, limitation of CoAP for IoT. As a number of 

protocols are being perfected, more and more smart homes 

will employ these wireless protocols for intelligent control. 
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